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EXECUTIVE SUMMARY

This report aims at providing policy makers with evidence to assess the effectiveness of the
existing EU cybersecurity framework specifically through data on how the NIS Directive has
influenced cybersecurity investments and overall maturity of organisations in scope. As 2024 is
the year of the transposition of NIS 2, this report also intends to capture a pre-implementation
snapshot of the relevant metrics for new sectors and entities in scope of NIS 2 to help
future assessments of the impact of NIS 2.

This fifth iteration of the report presents data from 1350 organisations from all 27 EU Member
States covering all NIS 2 sectors of high criticality, as well as the manufacturing sector.
As the past couple of years have been characterised by a proliferation of the EU cybersecurity
policy framework with the introduction of key horizontal (e.g. CRA) and sectorial (e.g. DORA,
NCCS) legislation, the report provides insights into the readiness of entities to comply with these
new requirements, as well as into the challenges they face. Moreover, a sectorial deep dive was
conducted for entities in the Digital infrastructure and Space sectors. Key findings from the
report include:

1  Organisations earmark 9,0% of their IT investments for Information Security, a
significant increase of 1.9 percentage points compared to last year.

1 Organisations allocate 11,1% of their IT FTEs for information security a decrease of
0,8% compared to last year, despite the overall increase in cybersecurity spending
and the fourth year in a row where a decrease in this metric is observed.

1 89% of organisations will require more cybersecurity staff to comply with NIS 2,
primarily in the cybersecurity architecture and engineering (46%) and cybersecurity
operations (40%) domains.

1  Organisations will also need additional FTEs to comply with other horizontal (CRA
- 85%) or vertical (DORA - 84%; NCCS - 81%) cybersecurity legislation.

1 Most organisations anticipate a one-off or permanent increase in their
cybersecurity budgets for compliance with NIS 2 though a substantial number of
entities will not be able to ask for the required additional budget, a percentage
that is especially high for SMEs (34%).

1 51% of surveyed organisations reported that their leadership participates in dedicated
cybersecurity training a 2% increase compared to last year.

1 Sectors previously covered by NIS reported higher perceived maturity in cyber-
risk management (6.8 vs. 6.2), network and information security arrangements (7 vs.
6.3), and cyber-attack detection and response capability (7.1 vs. 6.3) compared to new
sectors.

1 Sectors newly covered by the NIS 2 Directive in most cases lag behind sectors
already covered by it in areas such as participation in information-sharing initiatives
(60% non-participation), participation in cybersecurity preparedness initiatives, controls
to establish trust in supply chain (20% implicitly trust it).

1 Only 4% of organisations have already invested in Post-Quantum Cryptography, while
68% of respondents indicated that they will not invest in QSC.

1 90% of entities expect an increase in cyberattacks in the coming year. Despite
this, participation in cybersecurity preparedness initiatives is predominantly
internal, with 74% of organisations engaging in such activities within their own
companies.
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1. INTRODUCTION

This report is the fifth edition of the NIS Investments study published by the ENISA to
understand how the Directive concerning measures for a high common level of security of
network and information systems across the Union (NIS Directive)! has impacted the
cybersecurity investments, cybersecurity strategy and cybersecurity posture of organisations in
scope, and what is the respective projected impact of the Directive on measures for a high
common level of cybersecurity across the Union (NIS 2 Directive)? which replaced the NIS
Directive as of October 2024.

The NIS 2 Directive which, during the time of this study, is being transposed across the EU
(European Union), represents a significant update to the previous NIS Directive. It expands the
scope of the NIS Directive to cover a wider range of organisations and imposes more stringent
cybersecurity requirements. These changes are likely to have a significant impact on how
entities in scope allocate their cybersecurity budgets and manage their risks.

As the implementation of the NIS 2 Directive is under progress, it will be essential to monitor its
effectiveness and assess its impact on the cybersecurity posture of organisations across the
EU. The insights provided in this report can serve as a valuable baseline for future analysis and
inform policy decisions related to cybersecurity.

To ensure representative results, a total of 1,350 organisations were surveyed across 27 EU
Member States, hence 50 organisations per Member State. Additional information on the
demographics of the survey is available in Annex A. This report collects data from entities
already in scope of the NIS Directive as well as entities that will be in scope of NIS 2. The terms
Aforgani sat i ®es Wil beiuses throughout chapters 37 9 to refer to surveyed
entities.

For this study, entities from all sectors of high criticality (listed in Annex | of NIS 2 Directive) and
the manufacturing sector (listed in Annex Il of NIS 2 Directive) have been surveyed. This yeard s
report also provides a more in-depth analysis for entities in the Digital Infrastructure and Space
sectors.

The target audience of this report is EU and national policymakers. It is part of a series
designed to produce historical datasets to track the development of key indicators T such as
information security (IS) budgets i over time. These reports also assess how policy influences
these indicators, providing insights and evidence to inform policy decisions. This work is part of

ENI SA6s Cybersecurity Policy Observatory (CSPO) activities.
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2. INFORMATION SECURITY
DYNAMICS AND OUTLOOK

This chapter provides a high-level overview of global trends and perspectives in information
security, using independently gathered data and metrics to enhance and contextualise the
survey's findings.

The following sections of this chapter address key areas that either enhance the understanding
of the context in which the surveyed entities operate by covering topics outside the survey
scope, or complement the insights it provides, specifically in the following areas:

1  Spending: Forecasts for information security spending across domains, equipment,
and services, along with year-on-year spending trends by region.

1 Priorities: Analysis of top technology investment areas for businesses, security
priorities for midsize enterprises, and the balance between third-party risk
management investment and operational interruptions.

1 Workforce Challenges: Examination of information security full-time employees as a
percentage of IT FTEs by region, the cybersecurity talent gap, and its impacts.

1 Impact of Al: Analysis of Al-related breaches and security concerns, as well as
applications of Al in cybersecurity.

1 Cybersecurity Incidents and Vulnerabilities: Key insights into security incidents and
vulnerabilities.

2.1 INFORMATION SECURITY SPENDING

2.1.1 Forecast spending on information security and risk management
The following section provides forecast data for the global security market. Data is presented by
region for key segments of the security industry.

By the end of 2023, the information security market reached 0 1 Hill®n, growing by 12.7%
annually®. This growth is due to the high priority placed on information security by CIOs and
tech leaders, driven by increased threats, cloud adoption, and a shortage of skilled
professionals.

The marketis projecte d t o gr ow t o U4 Key grdwihlfattérsoinciude the uBelo? 4
Al by both providers and attackers, leading to increased investment in security software for
applications, data, privacy, and infrastructure protection. The ongoing adoption of cloud
technology will boost demand for cloud security and enterprise networking security. The
shortage of skilled professionals is also expected to drive investment in security services.
However, market consolidation and economic factors may slightly slow growth in the coming
years.

In contrast, consumer security software is the slowest-growing segment, with an annual growth
rate of approximately 5%.

Gartner. (2024). Forecast: Information Security and Risk Management, Worldwide, 2022-2028, 2Q24 Update
A
ibid
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Figure 1 depicts the forecast of information security spending per region and security
segments.

Overall, the North American market remains ahead of other regions, with continued growth in
every segment over the next three years.

Cloud security is the fastest-growing segment in the security industry, with an annual growth
rate of approximately 25% projected through 2027. In contrast, consumer security software is

the slowest-growing segment, with an annual growth rate of approximately 5%.

Figure 1: Breakdown of information security spending per region and security segment®
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2.1.2 Information security spending

Information security spending as a percentage of Information Technology (IT) spending is a key

metric used to capture an organisation's investment level in securing its total IT environment®.

Figure 2 illustrates the global year-over-year (YoY) trend of this metric. Information security
spending as a share of IT spending reached 5.5% in 2023, marking a consecutive increase of
0.3 percentage points from 2022, following a 0.2-point rise the previous year’. This trend

indicates that organisations are increasing their IS investments relatively to their IT investments.

5 Boston Consulting Group. (2018). Are You Spending Enough on Cybersecurity?
Gartner. (2024). IT Key Metrics Data 2024: IT Security Measures 8 Analysis
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Figure 2: Information security spending as a percentage of total IT spending globally

IT Security Spending as a Percent of Total IT Spending

= Range™ N = Median E - Interquartile Range

2.5% 3.8% 7.8% 10.4%

YoY Trend
2023
2022 5.5%
2019 2020 2021 5.2%
5.0% 4.9% 5.0% _4_/——'0
- o— i

Source: Gartner (2023)
* Range includes the 10th to 90th percentile of the sample.

ID: 801291

Furthermore, the IS technology market is expected to experience significant growth in the
coming years. By 2030, global spending on information security is projected to more than triple
from 2017 levels, fuelled by the rise of digital threats, increased focus on data protection, and
the adoption of advanced technologies like Al and cloud-based solutions.?

In addition, Table 1 provides a regional breakdown of information security spending, offering
further insight into how different areas allocate budgets within the IS technology market.

Table 1: Information security spending metrics by region®

IS spending as % of IS spending as % of
IT spending 2022 IT spending 2023
(average) (average)

North America (NA) 6.4% 6.7%
‘ European Union* ‘ 5.1% ‘ 5.6% ‘

Asia Pacific (APAC) 6.3% ‘ 6.1% ‘
*The peer group does not include Cyprus

Statista. Global Security Technology and Services Market Spending by Segment (2023)

9 Gartner Security Spend Analytics Workbench.
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2.2 CYBERSECURITY PRIORITIES

2.2.1 Investment Priorities

This section outlines the top investment priorities among ClOs and technology executives who
participated in a 2024 survey?, representing various regions, revenue bands, and sectors (both
public and private). Figure 3 highlights the technology areas where respondents plan to allocate

the most significant new or additional funding in 2024 compared with the previous year, as well
as areas where budgets will be reduced.

As shown in Figure 3, information security, business intelligence/data analytics (BI/DA), and
cloud platforms remain top priorities for increased investment among CIlOs and technology
leaders, consistent with trends observed last year. Notably, 80% of respondents anticipate

raising their information security budgets, underscoring its importance as a strategic focus for
most organisations.

Figure 3: Top technologies for new or increased spending by CIOs in 2024 compared to 2023

Technologies with increased Technologhes with decreased

spending n 2024 sponding in 2024

Next-generation compute technology 11% . . 8%

Human augmentation

Legacy infrastructure and data center tachnologies
niermet of Things

E-commerce or citizen portals

Enterprise resource planning

Digital workplace

Connectivity

Hyperautomation

Total expenence solutions

Integration lechnologies/APIs/API architecture
Application modernisation

Al/machine learming

Cloud platforms
Business inteligence/data analytics
Cyber/information securty

In a 2024 survey!, alongside investments in information security, data analytics, and cloud
platforms, CIOs emphasise digital transformation initiatives and Al adoption. Increasingly, they
focus on enhancing automation, improving decision-making through data insights, and building
agile infrastructures to support business continuity. This strategic focus addresses the need for
adaptive, data-centric approaches that align IT capabilities with rapidly evolving market
demands.

¥ Gartner. (2024). 2024 CIO and Technology Executive Survey, conducted in 2023 on 2,457 CIOs and technology executives.
1 pwc. (2024). CIO Executive Leadership Hub.
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2.2.2 Third-Party Cyber Risk Management

Over 370 organisations were surveyed in 2023 as part of a Third-Party Cybersecurity Risk
Management (TPCRM) study*?, which explored key practices for cybersecurity leaders to
enhance management of risks associated with third-party relationships. This study provides
valuable insights into effective strategies for strengthening third-party cybersecurity risk
management across various sectors.!3

Key findings from this survey, illustrated in Figure 4, reveal that despite increased investments
in TPCRM from 2021 to 2023 by 65% of organisations, an increase in time dedicated to TPCRM
by 76%, and the deployment of new tools by 66%, nearly 45% of organisations still reported a
rise in business disruptions due to third-party incidents. This suggests that cybersecurity teams
face significant challenges in building resilience against third-party disruptions and influencing
business decisions related to third-party risks.

Figure 4: 3 party cyber-risk management evolution of investments against business
interruptions between 2021 and 2023

17
Remained the same 28 (17%)

M Increased

29

I Decreased * ‘ . -

30

45

Budget Time Spent Deployment of Tools Interruptions

and Automation
Efforts

2.3 CYBERSECURITY WORKFORCE CHALLENGES

2.3.1 Information security staffing

Aligned with the approach in section 2.1.2, data was collected on a key metric related to
information security staffing: IT security full-time equivalents (FTES) as a percentage of total IT
FTEs. This metric measures the intensity of IT security support from a human capital
perspective, offering insights into whether the security staff size is appropriate for supporting a
secure IT environment.

Figure 5 shows the year-over-year trend for this metric on a global scale. In 2023, information
security staffing, which includes both internal personnel and contractors, accounted for 5.4% of
total IT personnel.

12 Gartner. (2024). Infographic: Minimise Disruption from Third-Party Cybersecurity Risks
13
ibid

(30%)

(45%)
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Figure 5: IT Security FTE as a Percentage of Total IT FTEs year over year evolution'*

IT Security FTEs as a Percentage of Total IT FTEs

NIS INVESTMENTS
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= Range™ s = Median EE - Interquartile Range
2.2% 3.3% 7.7% 10.4%
YoY Trend
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2019 2020 2021 2 5.4%
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Source: Gartner (2023)
* Range includes the 10th to 90th percentile of the sample.
ID: 801291

In addition, Table 2 provides a regional breakdown of information security staffing, offering
further insights into staffing levels across different regions.

Table 2: Information security staffing as a percentage of total IT staffing globally

IS FTEs as % of IT IS FTEs as % of IT
Region FTEs 2022 FTEs 2023
(average) (average)
‘ North America (NA) ‘ 6.5% ‘ 6.2% ‘
‘ European Union* ‘ 4.5% ‘ 5.9% ‘
Asia Pacific (APAC) 6.3% ‘ 5.4%

*The peer group does not include Cyprus

While North America and Asia Pacific saw slight decreases in IS staff as a percentage of total IT
staff from 2022 to 2023, the EU showed a notable increase, suggesting a heightened focus on

cybersecurity resources within the EU.

2.3.2 Talent scarcity and impacts
A recent Eurobarometer survey reveals that the cybersecurity talent gap across the EU is

widening, with a significant number of organisations struggling to recruit and retain staff with
essential cybersecurity skills.*> Many companies report difficulties in recruiting cybersecurity
staff, which hampers their ability to maintain a strong security posture. This shortage particularly

" Gartner. (2024). IT Key Metrics Data 2024: IT Security Measures 8 Analysis
" European Commission. (2024). Eurobarometer: EU faces growing cybersecurity skills gap. Available at
https://europa.eu/eurobarometer/surveys/detail/3176
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affects technical roles essential for safeguarding digital infrastructure, which remain hard to
source.

Figure 6: Key challenges in recruiting cybersecurity talent!®

EU 27 average

Difficulties finding qualified candidates | NN /-
Lack of applicants [N -+
Lack of awareness about cybersecurity roles [N 22%
Rapidly changing technology NG 19%

Need for continuous training 19%

Security clearance requirements 16%

Budget constraints || NG 5%
Struggle to keep up with turnover | ENEGzG<G 13%

Competition with other companies [ 13%

Other (spontaneous) 7%

Do not know 5%

The lack of skilled professionals creates challenges for organisations in meeting their
cybersecurity objectives, impacting overall security resilience. Many of them now face delays in
implementing essential security measures, increasing their exposure to cyber threats. The
digital skills gap poses a particularly serious challenge for small and medium-sized enterprises
(SMEs), with nearly half indicating that a lack of in-house cybersecurity expertise leaves them
vulnerable to cyber incidents.t’

Recent research highlights that specific cybersecurity skill areas, such as incident response,
cloud security, and application security, are among the most challenging to fill. Furthermore, the
growing demand for expertise in artificial intelligence (Al) and machine learning within
cybersecurity has created significant skill gaps, with many organisations unable to source
qualified candidates. These shortages are compounded by rapid technological advancements
and the shift toward cloud-based systems, increasing complexity for security teams.®

A significant 76% of employees in cybersecurity roles lack formal qualifications or certified
training creating critical skill gaps in the workforce!®. As shown in Figure 7 below, 34% have
transitioned from non-cyber roles, and 57% handle cybersecurity alongside other duties. These
factors highlight the need for more targeted training and certification efforts to strengthen
cybersecurity resilience across organisations.

1 European Commission. (2024). Eurobarometer: EU faces growing cybersecurity skills gap. Available at
https://europa.eu/eurobarometer/surveys/detail/3176

" yaqoob, I., Salah, K., Jayaraman, R., Omar, M., & Ahmed, E. (2023). Cybersecurity Skills Gap: A Growing Problem and Steps to Bridge the
Gap. Available at: https://arxiv.org/abs/2309.17186

8 (ISC)2. Cybersecurity Workforce Study, 2023. Available at: https:/www.isc2.org/Research/Cybersecurity-Workforce-Study

o European Commission. (2024). Eurobarometer: EU faces growing cybersecurity skills gap. Available at
https://europa.eu/eurobarometer/surveys/detail/3176
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Figure 7: Key challenges in recruiting cybersecurity talent?®

EU 27 average
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Other (spontaneous) - 10%

Do not know . 4%

This shortage in cybersecurity talent is recognised as a top risk, with implications for both the
frequency and cost of cyber incidents. Skills shortages contribute to delays in detecting and
responding to breaches, increasing the likelihood and financial impact of cyber incidents.

2.4 IMPACT OF ARTIFICIAL INTELLIGENCE (Al)

2.4.1 Cybersecurity of Al and Al for cybersecurity

The growing use of enterprise applications that incorporate prompts supported by commercial or

proprietary Large Language Model s ( WwfacHsrpatmgx pands an organi s:
new entry points for threat actors. This shift emphasises the importance of secure and ethical Al

adoption, as LLMs introduce unique risks, such as susceptibility to prompt injections and

adversarial manipulation. As organisations explore these advanced tools, establishing robust

security protocols and ethical guidelines for Al integration becomes essential to mitigate

potential threats and ensure safe deployment.

Cybersecurity of Al

A recent report highlights that while many organisations recognise the risks associated with Al,
only two-thirds have implemented a documented strategy to address them. Additionally, a
concerning 80% of organisations have not yet conducted audits of their third-party vendors for
Al-related vulnerabilities, underscoring a critical gap in proactive risk management??,

20 European Commission. (2024). Eurobarometer: EU faces growing cybersecurity skills gap. Available at:
https://europa.eu/eurobarometer/surveys/detail/3176
2L lvanti. (2024). State of Cybersecurity Report
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A recent 2024 survey on Al in enterprise use?? reveals that nearly 30% of organisations
deploying Al have experienced Al-related security breaches. Figure 8 provides a detailed
breakdown of these breaches by type.

Figure 8: Al security breach and breakdown by type of breach

Almost 30% of Enterprises Deploying Al Had
Al Security Breach

Al security breach } Types of breaches: multiple responses

62%

51%
36%

0, Data compromise by Data compromise by ~ Malicious attack on
1% internal party external party our Al infrastructure
No (other than data

compromise)

n = varies; main sample of 703 who have deployed Al, excluding “unsure”
Q24: Did your organization ever had an Al privacy breach or security incident

n = varies; Main sample whose organizations had Al privacy breach
Source: 2023 Gartner Al in the Enterprise Survey

1 ¢

Encouragingly, the frequency of Al security breaches has decreased from 41% in 2021 to 29%
in 2023, as shown in Figure 9. This trend suggests improvements in managing Al security risks.

22 Gartner. (2024). Al in the Enterprise Survey
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Figure 9: Al security breach in 2023 compared to 2021

Al security breach (Comparison to 2021) Types of Breaches (Comparison to 2021)
Multiple responses
aYes - No =2021(n=131) = 2023(n=73)
100%
62%
60% 56%
50%
59%
1%
0%
Data compromise by  Data compromise by Malicious attack on our
internal party external party Al infrastructure (other
than data compromise)
n varies, Leaders highly involved in Al, whose orgs has deployed Al, excluding n varies, Leaders highly involved in Al, whose Organizations had Al Privacy

Unsure Breach (Q24=1)

74% of organisations report acquiring new tools for Al privacy, security, and risk management,
which may contribute to this positive trend.

Figure 10: Al privacy, security and/or risk management deployment

No, we don't have
plans to acquire tools
1%

No, but we're
planning to acquire
tools

25% Yes, we have
acquired tools
74%

n =642, Main sample; Excludes Unsure

Al for cybersecurity

A recent report® reveals that organisations are swiftly implementing Generative Al, and
perceptions of its advantages are changing just as fast. Just eight months ago, only 17% of
Chief Information Security Officers (CISOs) saw generative Al as beneficial to security efforts,
but now nearly half (43%) believe it offers advantages for defenders.

This shift reflects vendorsd increased integration of gener :
enhancing security workflows. As a result, more than a third of CISOs now recognise significant
potential for generative Al in four key cybersecurity areas: identifying risks (39%), analysing

2 Splunk. (2024). State of Security Report
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threat intelligence (39%), detecting and prioritising threats (35%), and summarising security
data (34%).

Moreover, 86% of organisations believe generative Al can help attract entry-level cybersecurity
talent, with 58% expecting it to expedite the onboarding process for new hires. Additionally,
65% of experienced security professionals anticipate productivity gains from generative Al
through faster synthesis of news and information, accelerated research, and optimised
detection engineering?*.

2.5 CYBERSECURITY INCIDENTS AND VULNERABILITIES

2.5.1 Cybersecurity incidents

A2024 report reveals that the average cost of a data breach
10% increase over the previous year. This figure includes a range of expenses, such as lost

revenue, customer attrition, recovery efforts, and regulatory penalties. Sector-specific data

shows that health sector remains the most i mpacted, with br e
million. Regionally, the United States leads globally with an average breach cost of

approximately 8.4 mil | éeluxrecordsvheihighest avéragddosiatt he EU, Ben

45.3 million, followed by Germany® at G4.8 million, and Ital)

One major contributor to data breaches is "shadow data" or hidden data, which accounts for

nearly one-third of all breaches. This type of data, stored in unmanaged sources and often

scattered across multiple systems and devices, is challenging to track and secure.

Consequently, breaches involving shadow data are typically more costly and time-consuming to

resolve. In addition, thereporthi ghl i ghts that 46% of breaches involve custonm
|l denti fiable Information (PlI), 43% target intellectual pr o}
Pll, underscoring the variety of sensitive data commonly at-risk during incidents?5.

Additionally, human error continues to play a significant role in data breaches, with 68% of
incidents in 2024 attributed to such errors, consistent with previous years. Phishing remains a
widespread threat; during simulation exercises, 20% of users reported phishing attempts, and of
those, 11% still clicked on the malicious links. Notably, the median time for a user to click a
malicious link is just 21 seconds after opening a phishing email, with another 28 seconds to
enter their data. This rapid response highlights the need for ongoing security awareness training
to mitigate the risks posed by phishing and human error, which can lead to breaches in under a
minute.?’

2.5.2 Vulnerabilities

From late 2022 to late 2023, 60% of breaches exploited known vulnerabilities for which patches
were available but not applied, underscoring the need for prompt patch management. During
this period, vulnerability exploitation surged, showing a 180% increase as a primary method of
attack. Despite available patches, organisations still delay remediation, taking about 55 days on
average to address half of critical vulnerabilities. This slow response allows attackers prolonged
access to unpatched systems, raising the risk of successful breaches.?®

Since early 2023, disclosed zero-day vulnerabilities have shifted focus from file management
software to VPNs and edge devices. High-risk remote execution vulnerabilities with CVSS
scores above 9.0 include notable cases like Ivanti (CVE-2023-46805, CVE-2024-21887),
Fortinet (CVE-2024-21762), and Palo Alto (CVE-2024-3400). These critical vulnerabilities
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highlight the persistent need for timely patching and secure network device management to
safeguard against exploitation by malicious actors.?®

Implementing risk-based vulnerability management (RBVM) is crucial to reducing patching
workloads to manageable levels for IT teams. Effective prioritisation is the core of risk-based
filtering, allowing teams to focus on the most critical vulnerabilities. In early 2022, the US
Cybersecurity and Infrastructure Security Agency (CISA) issued a directive emphasising the
importance of addressing known, exploited vulnerabilities to mitigate significant security risks.°

Mature, well-managed vulnerability management (VM) programs should systematically integrate
with other security functions to maximise effectiveness. Following continuous threat exposure
management (CTEM) principles allows the VM program to align with other security inputs,
creating a holistic approach to exposure management.

’ ibid
Y Cybersecurity and Infrastructure Security Agency. (2022). Binding Operational Directive 22-01: Reducing the Significant Risk of Known
Exploited Vulnerabilities. U.S. Department of Homeland Security
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3. INFORMATION SECURITY
INVESTMENTS

3.1 METHODOLOGY

This study is based on a dedicated market survey conducted among 1350 organisations & with
50 organisations surveyed in each Member State. This survey data has been collected through
dedicated phone interviews with cybersecurity experts and managers in those organisations by
following a questionnaire designed specifically for the study and including both quantitative
guestions where ballpark figures or high-level estimates are requested and closed qualitative
questions.

Some are yearly recurring questions to enable observation of NIS investment trends. It must be

noted that this study's sample is different in terms of composition and size compared to

previous studies, which can influence the results and observations derived. For more

information on the design of the demdmpANNEXi cs of this
A.

year 0:

A notable difference in the sample composition is related to changes in the sector definition
under the NIS2 Directive. Indeed, one of the significant changes introduced by the NIS 2
Directive is the expansion of its scope.

Figure 11 illustrates the distribution of sectors within this year study panel while Figure 12
provides the distribution in the previous studies from 2021 to 2023. Please note that there is a
discontinuity as the sectors definition and scope has changed with the NIS2 Directive.

Figure 11: Composition of the 2024 study sample®!
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31 For the purposes of this study and because the number of operators in Space that meet the criteria for essential entities under NIS 2 was low

additional operators from the Space sector were surveyed
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Figure 12: Composition of the study sample from 2021 to 2023
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Additionally, the large majority of respondents in NIS 1 sectors were already subject to the
NIS Directive while in new sectors, all respondents declare they were not subject to NIS
Directive before NIS2. The breakdown per sector is available in the below figure.

Figure 13: Was the organisation already subject to NIS Directive

o
100% 100% SED 100% 100% 100% 100% 100% 100% 97% 100%

The quantitative metrics collected in the survey have been analysed based on a median and
average perspective so that the reader can appreciate both viewpoints.

Though not necessarily r egueimakightyifragmentet @ataset, y pi cal 0 v
the median value should be seen as the most representative value for entities within a

specific sector or country. The average value will often be higher because it is affected

by large organisations that do not necessarily reflect the populated and fragmented

market of most sectors and countries analysed.

For instance:

1 The median value for ITs p e n d i n5gnillionsin 2028 (cf. Figure 14). This implies
that an entity within the European Union spends yearly a r o u n5dnilliénlin IT.

1 In contrast to this median value, the average IT spending for entities in the European
Union amo u n t s98.6 williah. Still, this number is skewed by large organisations
with significant budgets dedicated to IT.






